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IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 


) 

REPORTERS COMMITTEE FOR FREEDOM ) 

OF THE PRESS and ASSOCIATED PRESS, ) 

) 

Plaintiffs, ) 

) 

v. ) Civ. A. No. l:15-cv-01392-RJL 

) 

FEDERAL BUREAU OF ) 

INVESTIGATION, et al., ) 

) 

Defendants. ) 

_ ) 

SECOND DECLARATION OF DAVID M. HARDY 


I, David M. Hardy, declare as follows: 

(1) I am the Section Chief of the Record/Information Dissemination Section 
(“RIDS”), Records Management Division (“RMD”), at the Federal Bureau of Investigation 
(“FBI”) in Winchester, Virginia. My previous declaration in this matter explains my 
employment history, responsibilities at the FBI, as well as the FBI’s processing of the Freedom 
of Information Act (“FOIA”) requests at issue in this case. See ECF No. 18-1 Declaration of 
David M. Hardy dated March 28, 2016 (“First Hardy Declaration”). This Declaration 
supplements, and hereby incorporates by reference, the information previously provided in my 
first declaration, and is submitted in further support of the FBI action regarding the basis for 
certain redactions in the records at issue and to address specific issues raised by the Plaintiffs in 
their memorandum of law in opposition to Defendants’ motion for summary judgment and in 
support of Plaintiffs’ motion for summary judgment and/or partial summary judgment. 
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FBI’S SEARCH FOR RESPONSIVE RECORDS 

(2) First, the FBI explains its rationale for not initially searching the CRS in response 
to the portion of the request the FBI categorized as “Group 1.” Group 1 sought access to and 
copies of all records concerning the FBI’s utilization of links to what are, or appear to be, news 
media articles or news media websites to install data extraction software, remote access search 
and surveillance tools, or the ‘Computer and Internet Protocol Address Verifier.’” The records 
Reporters Committee for Freedom of the Press (“RCFP”) requested do not correspond to the 
manner in which FBI investigative records are indexed for future retrieval. As discussed in my 
first declaration, the CRS is the system of records the FBI utilizes when searching in response to 
most FOIA/Privacy Act requests for investigative records. The CRS is an extensive system of 
records consisting of applicant, investigative, intelligence, personnel, administrative, and 
general files compiled and maintained by the FBI in the course of fulfilling its missions. When 
conducting searches of the CRS, FBI personnel rely on the Universal Index (“UNI”) of the 
CRS’s Automated Case Support (“ACS”) system, which is indexed and organized based on 
specific individuals, events, organizations, or other particular subjects of investigative interest. 
Information is indexed within the CRS based on the operational needs to fulfill the FBI’s 
mission and facilitate retrieval of information for investigations. Specific law enforcement 
techniques and procedures, however, are unlikely indexing terms as they relate to common 
functionality and operational concepts. As such, indexing such terms would generally 
undermine the practical effectiveness of the indexing system to make investigative connections 
as searches of such common operational terms would only produce a voluminous number of 
“hits” for the FBI to sift through. Thus, it would be highly unlikely for FBI personnel to index 
files in the CRS under the name of a specific technique generally or specifically in reference to 
impersonating a member of the media. The Group 1 request does not correspond to a named 
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individual or victim, or that of a common investigative subject. Instead, it seeks documents 
relating to general alleged practices, a request that does not lend itself to a CRS index search as 
described above. When conducting searches for records responsive to a FOIA request, RIDS 
applies the principle of reasonableness; given the nature and function of CRS indexing in light 
of the general nature of plaintiffs’ request, a CRS index search would not be a search reasonably 
calculated to locate responsive records. 

(3) As such, to conduct a reasonable search for requests of this nature, RIDS must 
consult, coordinate with, and task the appropriate operational and functional FBI organizations. 
Here, after considering the “four comers” of the request for “access to and copies of all records 
concerning the FBI’s utilization of links to what are, or appear to be, news media articles or 
news media websites to install data extraction software, remote access search and surveillance 
tools, or the ‘Computer and Internet Protocol Address Verifier,” the FBI determined that its 
Operational Technology Division (“OTD”) was the component where responsive records were 
reasonably likely to be located. OTD provides technical expertise, services, policy guidance 
and support to the FBI in collecting evidence and intelligence through the use of lawfully 
authorized electronic surveillance. OTD’s core functions include wireline, wireless, and data 
network communication technology. 

(4) Furthermore, the FBI determined that OTD was the component reasonably likely 
to have records responsive to this request because the FBI’s policy specifically states that OTD 
is solely responsible for the deployment and collection of all lawfully conducted electronic 
surveillance bureau wide, 1 such as the alleged methods, techniques, and procedures at issue in 
this request. Under this policy, the deployment of CIPAV or the use of data extraction 

1 FBI Field offices coordinate with OTD to install or deploy these capabilities. 
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software, remote access search and surveillance tools must be approved and monitored by OTD. 
Even if individual field offices coordinate with OTD to install or deploy these capabilities, any 
deployment of CIPAV or the use of data extraction software, remote access search and 
surveillance tools must be approved and monitored by OTD. Therefore, this gave RIDS a solid 
factual basis to conclude that OTD would be the office reasonably likely to have records 
responsive to this request. Consequently, RIDS circulated an Electronic Communication to 
OTD directing them to search all locations where records were reasonably likely to be located, 
including, electronic and paper files as well as email. As one of the search parameters, RIDS 
tasked OTD with searching for “[a]ll records concerning the FBI’s utilization of links to what 
are or appear to be news media articles or news media websites to install data extraction 
software, remote access search and surveillance tools, or the “’Computer and Internet Protocol 
Address Verifier “ ‘(CIPAV).” RIDS requested OTD personnel to search for and produce all 
retrievable agency records regarding this request, including database systems, paper or manual 
files. Furthermore, RIDS advised OTD it was relying on its expertise to help identify 
responsive records, regardless of whether they may be located in their office or elsewhere else 
in the Bureau. Additionally, RIDS requested OTD to advise if it had reason to believe another 
division, section, or office, may have responsive records. Finally, RIDS provided the search 
cutoff date of January 6, 2015; the day when RIDS initiated the search for plaintiffs’ overall 
request for Group 1 records. 

(5) Nonetheless, in consideration of Plaintiffs’ concerns, on May 19, 2016, the FBI 
took the extraordinary step of searching its CRS indices via the UNI application of ACS using 
the original search cutoff date of January 6, 2015. The FBI searched the terms “CIPAV” and 
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“media impersonation” using a “string” (“ST”) search. 2 This search failed to locate any records 
responsive to plaintiffs request, thus confirming RIDS search rationale and plan to seek 
responsive material from outside the CRS. 

(6) As detailed in my first declaration, in response to the Group 2 requests, RIDS 
conducted a targeted search, as well as a CRS, Sentinel 3 and ELSUR 4 indices search for 
portions of the request. Regarding the Group 2 targeted search, the FBI directed an Electronic 
Communication to the units reasonably likely to have responsive records (See First Hardy 
Declaration at ^ 43). RIDS specifically tasked those units with searching for responsive records 
and listed verbatim the Group 2 items. 5 RIDS also requested these division/units personnel to 
search for and produce all retrievable agency records regarding this request, including database 
systems, paper or manual files. RIDS advised it was relying on their expertise to help identify 
responsive records, regardless of whether they may be located in their office or elsewhere else 
in the Bureau. Furthermore, RIDS requested those Divisions/Units to provide records, even if 
they believe they may be available in the FBI internal website, another office, unit, section, 
division, or field office may also provide the same document, or if they posses document that 
satisfy an inquiry that was not specifically directed to it. Finally, RIDS requested these 
Divisions/Units to advise RIDS if it have reason to believe another division, section, or office, 
may have responsive records. RIDS provided the search cutoff date of December 11 2014; the 
day when RIDS initiated the search for plaintiffs’ overall request for Group 2. 


2 An “ST” and/or “string” search means the computer will search the index and return those names whose starting 
characters match the name entered in the Name field. 

3 See First Hardy Declaration at Tj 52. 

4 RIDS used the same search cut-off date of December 11, 2014, when conducting the Sentinel and ELSUR 
searches. 

5 Although inadvertently not mentioned before, RIDS also directed its search efforts to the Inspection Division. 
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(7) All divisions/units tasked with conducting searches for records on Groups 1 and 2 
conducted the requested searches. 

(8) A portion of the Plaintiffs’ request sought an accounting of the number of times, 
between Jan. 1, 2000 and Nov. 6, 2014, that the FBI has impersonated media organizations or 
generated media-style material (including but not limited to emails, webpages or links) to 
deliver malicious software to suspects or anyone else caught up in an investigation. The FBI 
interpreted this request to seek any such accounting records already maintained by the FBI 
rather than the creation of such an accounting (because FOIA does not require agencies to create 
records in response to requests). RIDS personal contacted the OTD inquiring for records 
responsive to this portion of the request. OTD personnel informed RIDS that the division does 
not maintain an accounting of when and how often specific techniques are deployed or 
authorized. 

(9) Plaintiffs’ alleges the FBI’s search was inadequate given the FBI’s failure to 
follow search leads. Consistent with the principle of conducting reasonable searches, RIDs will 
follow clear and certain factual leads that indicate responsive material may exist; however, 
plaintiffs have not provide such leads here. Plaintiffs’ cite information in released records 
wherein an FBI SSA attached a draft of an application for mobile device tracking orders in other 
cases. The reference to “St. Louis” in the draft application is too ambiguous to constitute a 
concrete lead that would allow RIDS to conduct a reasonable search. In addition, despite 
Plaintiffs’ view that a similar technique was used in St. Louis, there are no facts in the records 
themselves that indicate the technique employed also involved the FBI impersonating a member 
of the media. This may refer to the deployment of a specific technique and/or method and does 
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not imply the FBI impersonated a member of the media, as specifically requested by the 
Plaintiffs. 

VAUGHN INDEX 

(10) The FBI has made every effort to provide Plaintiffs with all material in the public 
domain and has taken all reasonable efforts to ensure that no segregable, non-exempt portions 
were withheld from the Plaintiffs. To address Plaintiffs’ concern regarding the 59 pages 
withheld in full and the alleged lack of information regarding these records, the FBI is providing 
a Vaughn Index attached hereto as Exhibit A (hereinafter referred to as the “Index”). The Index 
further explains the FBI’s justifications for asserting the applicable FOIA exemptions to 
withhold pages in full. Specifically, the Index describes the relevant Bates-numbered page 
ranges for each record withheld in full, the dates of and detailed description of each record, and 
specific FOIA exemptions relied upon to withhold each page in full. 

EXEMPTION 1 

(11) In their April 25 filings, the Plaintiffs alleged that the FBI’s description of the 
material withheld pursuant to Exemption 1 was inadequate. In response, the FBI provides this 
additional information. The classified material contained on RCFP 2, 3, 33, and 37 consists of 
highly specific details—not previously disclosed to the public—concerning the information 
previously collected by the FBI on a specific targeted third party individual determined to be of 
a national security interest; the FBI’s planned execution of an operation to, inter alia, access the 
computer of the specific targeted individual; the information to be collected concerning the 
specific targeted individual; highly technical details concerning how that information would be 
collected; and the specific records of the targeted individual’s activities learned as a result of the 
operation. The classified material contained on RCFP 41-43 contains a detailed collection of 
information concerning the FBI’s deployment of the Computer Internet Address Verifier 
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(“CIPAV”), including specific details concerning the technical information collected using that 
tool, various ways the tool can be tailored, limitations associated with the tool, and the manner 
in which collected data may be viewed by FBI personnel. The material the FBI withheld 
pursuant to Exemption 1 is the same material withheld under Exemption 3 pursuant to the 
National Security Act of 1947, 50 U.S.C. § 3024(i)(l). 

DELEGATION OF CLASSIFCIATION 

AUTHORITY UNDER EXECUTIVE ORDER (“E.O.”) 13,526 SECTION 1.7(d) 

(12) Plaintiffs’ state that the information withheld under Exemption 1 was classified 
after the Plaintiffs filed the FOIA request at issue. Plaintiffs claim post hoc classification in 
response to FOIA requests is subject to different procedural requirements. Specifically 
Plaintiffs cite Section 1.7(d) of E.O. 13526. 

(13) Plaintiffs’ claim is factually incorrect. Their conclusion is based on the dates 
listed on one of the classification stamps in the records. The records at issue were not classified 
for the first time after Plaintiffs’ request. Specifically, the information contained in Bates pages 
RCFP 1-3 were originally classified on 08-14-2008; RCFP 33-34 were originally classified on 
10-16-2008, RCFP 37-38 were originally classified on 10-16-2008 and RCFP 41-43 were 
originally classified on 02-09-2009. Evidence of this can be found within the document on 
Bates pages RCFP 1-3, wherein the classification stamp at the bottom of page 1 clearly states 
the document was originally classified on 08-14-2008. Although not listed on bates pages 33- 
34, 37-38 and 41-43, these records were also originally classified on either 10-16-2008 or 02- 
09-2009. Evidence of this can be found on the public internet at 

https://wAvw.eff.org/document/fbicipav-08pdf . pages 66-71. When processing records under the 
FOIA. RIDS conducts classification reviews to ensure proper classification of records in 
accordance with the current Executive Order governing classification. Since all the records at 


8 





Case l:15-cv-01392-RJL Document 22-2 Filed 05/20/16 Page 9 of 17 


issue were originally classified before the issuance of E.O. 13526 of December 29, 2009, the 
FBI re-reviewed the records to ensure compliance with the current E.O. As a result of this 
review, the classification of the information within these records remained the same as the 
original classification; however, the estimated declassification date was reduced. In other 
words, all originally classified information before the receipt of the plaintiffs’ FOIA request 
remained so. Accordingly, the requirements of Section 1.7(d) of E.O. 13526, are not triggered 
in this case. For added clarity, I emphasize that the classified information at issue here has not 
been previously disclosed to the public. Furthermore, even though the Section 1.7(d) issue is 
not applicable here, per Section 5.4 of the E.O. 13526, on December 29,1999, the Assistant 
Attorney General for Administration, the designated senior agency official within the 
Department of Justice, delegated his § 1.7(d) authority to the Chief of the FBI Document 
Classification Unit. As the Section Chief, RIDs, I am the designated official identified in that 
delegation as RIDS’s Chief of the “Document Classification Unit” and I conducted a document- 
by-document review of these materials. 

(14) As to Plaintiffs’ allegations that Bates pages RCFP 33-34, 37-38 and 41-43 are 
marked “unclassified” and/or “sensitive but unclassified”; this simply reflects that the originator 
of the documents inadvertently failed to recognize the classified nature of the material. 
However, upon further review, I determined the information met the standards for classification 
under E.O. 13526. All of the information marked as classified in the records at issue was 
reviewed pursuant to the E.O. 13526 and was found to be classified at the Secret level and 
marked as such in the records. 
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EXEMPTION 3 

(15) Plaintiffs take issue with the FBI’s assertion of Exemptions pursuant to both of 
the Exemption 3 statutes cited; 50 U.S.C. § 3024(i)(l) (National Security Act of 1947 (“NSA”)) 
and 18 U.S.C. § 3123(d) (re: Pen Registers Trap and Trace). Specifically, plaintiffs allege these 
statutes do not authorize the Government to withhold responsive records at issue here. 
Regarding 50 U.S.C. § 3024, Plaintiffs seem to challenge the FBI’s authority to rely on this 
statute, citing that the NSA provides that “the Director of National Intelligence shall protect 
intelligence sources and methods from unauthorized disclosure.” As explained in my first 
declaration, the FBI is one of 17 member agencies comprising the Intelligence Community, and 
is therefore authorized to rely on the NSA to protect intelligence sources and methods. The 
prohibition established in the NSA is to the intelligence Community as a whole. Since the 
withheld information, in fact, pertains to intelligence sources and methods, the FBI was 
obligated to protect this information. 

(16) Regarding Plaintiffs’ allegation concerning the assertion of 18 U.S.C. § 3123, 
after a re-review of the records at issue, the FBI has determined that its assertion of Exemption 
3 pursuant to 18 U.S.C. § 3123 is not sustainable. The re-review of the redacted information 
indicated that the material in fact discusses Pen Register Trap and Trace information in the 
context of the investigative records, and the corresponding court records demonstrate the FBI’s 
request for a pen register (specifically, on Bates page RCFP 87, paragraph 6, line 12). As such, 
the FBI originally believed this statute applied to the records at issue; however, since the 
relevant court order was unsealed by the Court, the FBI is withdrawing its Exemption 3 
withholdings pursuant to the Pen Register Act. The protected information nonetheless provides 
detailed information regarding Pen Register Trap and Trace devices as a contemplated law 
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enforcement technique in the investigation at issue. The detailed information includes non¬ 
public details about the how, why, when, where, and specific circumstances a particular device 
could be use in certain investigations. Release of this information would provide criminals with 
a comprehensive picture of how the FBI utilizes this important technique, thereby risking 
nullification of the technique, and the FBI thus continues to stand by its decision to withhold 
these records pursuant to Exemption 7(E) in category (b)(7)(E)-6. Furthermore, some of the 
same information (specifically, the information on Bates pages RCFP 3, 33, and 37 was also 
classified at the Secret level pursuant to E.O. 13526 and therefore, is also exempt from release 
pursuant to Exemption 1. 

EXEMPTION 5 

(17) Plaintiffs’ challenge the FBI’s withholdings under Exemption 5 pursuant to the 
deliberative process and attorney-client privileges. The FBI maintains its position that both 
privileges apply to the withheld information. First, as explained in my first declaration, the FBI 
invoked the deliberate process privilege to protect deliberative, predecisional information 
contained within the records at issue reflecting internal opinions, evaluation, and analysis. 
Specifically, this internal deliberation relates to the drafting of a CIPAV affidavit and advisory 
opinion and analysis on the applicability of FBI operational authority, policy, and procedure. 

On Bates pages RCFP-25, 26, and 30, the FBI asserted the deliberate process privilege 
concurrently with the attorney -client privilege. These records contain communications 
between FBI employees from various divisions—including the Office of General Counsel 
(OGC)—reflecting the discussion and sorting of ideas during the process of drafting a CIPAV 
affidavit. These discussions comprise prospective considerations regarding the scope, focus, and 
potential prosecution and the execution of certain investigative techniques, and potential legal 
implications. The discussions are clearly evident on the face of the records by the inclusion of 
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wording such as “here are my comments,” “probably,” “attached is the revised,” “copy also sent 
to AUSA.. .to review.” 

(18) Regarding the concurrent application of the attorney-client privilege, and 
plaintiffs’ allegation that the privilege does not apply merely because there is not a 
“confidential” designation in the documents, I stated in my first declaration that these 
communications were made in confidence. The FBI operational personnel are the clients in this 
case, and they are the only persons who can waive this privilege; they have not done so. 
Furthermore, regarding Bates Pages RCFP 51-52, plaintiffs’ allege the document appears to be 
a “post hoc” summary of the Timberline incident to argue they do not qualify for the 
deliberative process privilege. This argument relies on the title of the document alone without 
regard to its function or the content therein. Here, the privilege is not used to withhold the 
entire document, but only those limited portions where the privilege applies. First, the 
document is not a factual summary alone; it also contains segments that function in an advisory 
capacity. Second, consistent with its obligations under the deliberative process privilege, the 
FBI segregated and released all factual “summary” type information from the material that was 
advisory in nature and includes opinions and analysis. Merely because this report was prepared 
after the investigation, doesn’t mean it cannot identify problems and suggest solutions to these 
problems that are not final agency decisions. By its very nature and context, the document 
clearly contains both summary and advisory type information and functions to identify and 
discuss issues generated by the “situation background” facts -the Timberline investigation. The 
contextual nature of the specific and limited information protected under the deliberative 
process privilege is not itself final. Specifically, the information concerns opinions and 
recommendation of an advisory nature about FBI authority and policy evaluated in the light of 
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the Timberline investigation, but not adopted by the agency as final policy. Additionally, the 
withheld information also falls under the attorney-client privilege as it contains the discussion 
of legal advice and analysis provided by the Cyber Law Unit, an element of OGC. 

Accordingly, the FBI properly invoked both the deliberate process and the attorney-client 
privilege to withhold this information. 

EXEMPTIONS 6 AND 7(0 

(19) The Plaintiffs challenge the FBI’s withholding of the names of federal and state 
government personnel, including FBI personnel. First, Plaintiffs raise a threshold argument 
regarding Exemption (b)(6) by asserting the FBI did not show the records are “personnel and 
medical files” or “other similar files” within the meaning of Exemption 6. The phrase “similar 
files” has been broadly interpreted and encompasses the government records on an individual 
which can be identified as applying to that individual. Therefore Exemption 6 covers a broad 
range of personally identifiable information unique to an individual by ensuring confidentiality 
of personal matters such as names, addresses, phone numbers, etc. As a result, documents, 
including investigative records, qualify as personnel, medical or similar files because their 
disclosure implications face similar privacy values. Consequently, the FBI correctly asserted 
Exemption 6 to protect third party information in the records at issue. Ultimately, even if the 
FBI were to withdraw Exemption 6, there would be no practical consequence, since the same 
information is concurrently withhold under Exemption (b)(7)(C). 

(20) Plaintiffs also take issue with the FBI’s assertion of exemption 6 and 7(C) 
conjunctively to withhold names and/or identifying information of third party public employees. 
Plaintiffs aver there is public interest in disclosure overriding these individuals’ privacy rights. 
The FBI differs with Plaintiffs’ assessment. 
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(21) None of the individuals whose names and other information have been redacted in 
the records at issue in this case pursuant to Exemptions 6 and 7(C) are involved in the formation 
of agency policy or otherwise occupy public positions. The release of the information of these 
particular individuals will not shed any light on the government’s operations. The FBI thus 
determined that there is no public interest to be served by disclosing the identities of these 
individuals or other personal information concerning them to the public. Therefore, the FBI has 
properly withheld information concerning the Names and/or Identifying Information of Special 
Agents and Support Personnel, the Names and/or Identifying Information of Non-FBI Federal 
Government Personnel and the Names and/or Identifying Information of Local Law 
Enforcement Personnel pursuant to Exemption (b)(6) and (b)(7)(C). 

EXEMPTION 7(E) 

(22) Plaintiffs challenge the FBI’s assertion of categories of Exemption 7(E) 6 
providing specific challenges for each category. Plaintiffs universally challenged the 
application of the second component of Exemption 7(E) dealing with “circumvention of the 
law.” 

(23) With respect to category 1, Plaintiffs aver that the FBI does not explain its 
invocation of Exemption 7(E) with respect to the “Situation Action Background” document. 
Plaintiffs seem to believe the redacted information therein does not fall under the category of 
protected records as described in my first declaration - internal guidelines, the FBI’s Domestic 
Investigations and Operations Guide (“DIOG”), Field Guides, its Manual of Administrative 
Operations and Procedures, and its Manual of Investigative Operations Guidelines. It appears as 
though Plaintiffs’ base their conclusion solely on the title of the document rather than its 

6 The FBI did not use a category (b)(7)(E)-(3). 
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content. The information protected in the Situation Action Background pursuant to Exemption 
(b)(7)(E)-1 in fact discusses information from the DIOG. To further describe the protected 
information may disclose the very information the FBI seeks to protect. 

(24) With respect to category 2, Plaintiffs aver the FBI provides no information 
specific to any of the 38 pages it withheld, and nothing to support a finding that any of the so 
called “non-public details” refers to described “investigative techniques and procedures 
generally unknown to the public.” Under category 2, the FBI withheld non-public details about 
an undercover operation. The protected information contains detailed descriptions of aspects 
such as logistic, methods, strategies, and tools used. In as much as the public is well aware the 
FBI, as well as many other agencies conduct undercover operations as a valuable method to 
investigate and prosecute criminals, the specific details about the how, why , when, and which 
techniques are used, etc, are not divulged to the public. Release of the intricacies of undercover 
operation and related information would nullify the use of such a valuable technique in future 
undercover investigations. 

(25) With respect to category 5, Plaintiffs challenged the FBI’s redactions alleging 
there is a great deal of information about this technology publically known by virtue of an 
earlier release in response to FOIA request form Electronic Frontier Foundation (“EFF”). As 
relevant here, the FBI is not attempting to protect CIPAV itself. Instead the FBI’s assertion of 
Exemption 7E, category 5 targets the specific details describing the execution of the technique 
in a real case; the Timberline High School case, as well as discussing non-public details about 
CIPAV as a technique in general. The FBI re-reviewed the information protected under this 
category and determined that additional information could be segregated and released. The FBI 
segregated and released by letter dated May 20, 2016, those known details of the deployment of 
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CIPAV in the Timberline investigation as described in the Affidavit attached to the unsealed 
Application and Affidavit for Search Warrant dated June 12, 2007. The FBI continues to 
protect certain limited information under this category due to the contextual nature of the 
information and specific details pertaining to this investigation at issue that are not discussed in 
any of the released records, as well as other general non-public details about CIPAV. The 
information the FBI is still withholding is not known to the public, has not been made public in 
any prior FOIA releases, and FBI RIDS has no factual basis to conclude that the withheld 
information otherwise resides in the public domain. 

(26) With respect to category 6 regarding Pen Registers and Trap and Trace, the FBI 
provided further information in paragraph 16, supra. 

(27) With respect to category 7, the FBI used this category to protect information 
pertaining to procedures for collection and analysis of information. Specifically, the FBI 
protected information pertaining to how it collects information and analyses it, how much value 
it places on certain pieces of information versus others, its pertinence to a particular 
investigation, and how it can be utilized to advance an investigation, etc. Release of these 
pieces of information in conjunction with other information in the public domain could assist 
criminals in allowing them to gain extensive insight as to the FBI’s techniques to collect and 
analyze information. Armed with this information, criminals could develop countermeasures to 
avoid detection or mislead current or future investigative efforts; therefore risking 
circumvention of the law. Consequently, the FBI withheld this information pursuant to 
Exemption 7(E)-7. 
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SUPPLEMENTAL RELEASE OF RECORDS TO PLAINTIFFS 

(28) Simultaneously with the filing of this Declaration, the FBI sent to Plaintiffs, by 
letter dated May 20, 2016, a reprocessed version of Bates-numbered pages 44, 45, 48 and 49 
wherein the FBI released additional information previously being withheld pursuant to 
Exemption 7(E)-5 within each of these records. (See Exhibit B.) 

CONCLUSION 

(29) The FBI conducted a reasonable search for records responsive to Plaintiffs’ FOIA 
requests. After extensive review of the responsive records I have determined that there is no 
further reasonably segregable information subject to the FOIA to be released, without revealing 
exempt information. 

Pursuant to 28 U.S.C. § 1746,1 declare under penalty of perjury that the foregoing is true 


and correct. 


Executed this 


7(7 ^ 

is dav 


day of May, 2016. 



Records Management Division 
Federal Bureau of Investigation 
Winchester, Virginia 
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